
Compliance DATASHEET

Compliance & Privacy Incident 
Management
Mitigate risk & simplify compliance with regulatory breach notification support

When an incident is detected, 
and the disclosure of personal 
data is confirmed, the incident 
has evolved to include a 
dimension of privacy. 
A privacy dimension brings with it increased complexity: 

is this incident a breach, and if so, which state, federal, 

or international breach notification laws apply? What is 

the deadline for required notification? And at the end of 

the day, what steps must be taken to mitigate further risk, 

resolve the incident, and maintain compliance?

The Challenge: Compliance with 
federal, state, and international data 
breach regulations
Organizations that hold personal data in industries such 

as finance, insurance, and healthcare must comply with 

data breach notification laws of each U.S. state, as well as 

all applicable federal laws such as the HIPAA Final Breach 

Notification Rule and the Gramm–Leach–Bliley Act (GLBA) 

and international regulations such as the EU General Data 

Protection Regulation (GDPR). These regulations impose 

strict breach notification requirements on data breaches 

that involve personal information.

Each incident must be assessed in accordance with the 

federal, state, and international laws where the entity 

conducts business or the affected individuals reside. And 

in order to maintain compliance, detailed knowledge 

of changing regulatory requirements and exception 

provisions in breach notification laws is fundamental. 

The Solution: Data breach notification 
laws mapped to an automated risk 
assessment
Radar® Privacy is a patented and secure SaaS solution 

that helps organizations comply with federal, state, and 

international breach notification laws. Each law is mapped 

to an automated risk assessment that considers all 

relevant risk factors involved in a specific privacy incident, 

programmatically analyzing risk of harm based on all 

applicable data breach notification laws and regulations.

The Radar® Breach Guidance Engine leads users through 

an intuitive workflow that profiles and scores data privacy 

and security incidents and generates incident-specific 

notification guidelines to meet compliance and quickly 

resolve incidents.

http://radarfirst.com


Why use Radar® Privacy for 
Compliance?
Radar® Privacy enables organizations to:

 • Comply with data breach notification laws using 
RadarFirst’s patented Radar® Breach Guidance EngineTM.

 • Anticipate regulatory changes by staying current with 
ever-changing breach notification rules and obligations.

 • Mitigate risk and perform analysis to identify trends and 
areas for improvement.

 • Operationalize the incident response lifecycle from 
discovery and investigation to remediation and 
notification, for consistent and efficient privacy 
incident management.

 • Stay organized and secure by storing all incident 
assessment documentation, breach notifications, 
incident response, and audit logs in one repository.

Schedule a Demo

RadarFirst’s award-winning incident management platform is trusted by 

organizations in heavily regulated industries to reduce risk and simplify 

compliance with global data breach laws.
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Assessment 
Status

Decision Pending 18

Notification Pending 12

Document Only 5
Completed 76

Assessment Pending 14

Category

Electronic 48

Paper 65

Verbal or Visual 12

Due

Incidents for All Assignees

Action ID Name Discovered Created Assignee

3842 Misdirected email 6/03/18 Paul 

4061 Stolen Laptop 6/01/18 Janet

Assessment Status

4170 USB Key Lost 5/31/18 Trevor

4171 Ransomware 5/29/18 John

4333 Misdirected Mail 5/25/18 Angelique

1 2 3 4 5 6 7 ...

Notifications for All Assignees

Action ID Jurisdiction Type Due Assessment StatusAssignee

7428 Trevor France Affected Individuals

6172 John Ireland Affected Individuals

6172 John New Mexico Affected Individuals

6172 John Ohio Affected Individuals

1958 Paul Germany Affected Individuals

06/15/18

06/22/18
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5/29/18

5/25/18
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TotalDate Billing Client Services HR

55June 2018 15 11 17

62May 2018 16 13 18

21April 2018 6 2 10
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